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Recognizing the Perils of Electronic Medical Records
BY GEOFFREY A. MIRES, JD
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Recognizing the Perils of 
Electronic Medical Records

Although there are numerous risks 
associated with electronic medical 

records, ultimately failure to be 
adequately trained and competent in 
the use of EMR will likely become a 
standard of care issue all its own.
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How Long Should I Retain 
My Patients’ Medical Records?

As long as you follow one of three 
options, under most circumstances you 
will be well within the various statutory 

requirements regarding records retention.
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Occurrence-Based Coverage vs. 
Claims-Made Coverage: Which Is 

Better? 

After 37 years of continuous operation, 
PRF still provides its insureds with occur-
rence-based coverage. Why that coverage 

is superior to claims-made coverage.

4

Although the introduction of elec-
tronic medical records (EMR) can 
be associated with many benefits 
to both physician and patient, it is 

not without several potential medical-legal 
perils and pitfalls. 

Peril #1: Don’t forget that there is a 
patient in the room as well as a 
computer screen.

It is well known that healthcare providers 
who are effective communicators tend to have 
a reduced incidence of malpractice claims. 
This is likely due in large part to good patient 
rapport which engenders a strong and positive 
physician-patient relationship. Yet the intro-
duction of EMR can interfere with that rapport 
by adding a level of complexity that distracts 
from the physician-patient interaction. This 
may be especially true for those new to EMR 
or less facile with computers and technology in 
the office setting. This was brought home to 
me in several recent interactions with my own 
primary care physician—who historically had 
been engaged and enthusiastically involved in 
my care. In the last year, his transition to EMR 
was marked by longer patient wait times and 
fewer patients seen in the day. Yet even more 
troubling than this drop in productivity was 
that my doctor now rarely took his eyes off his 
tablet to look up at the person he was address-
ing—namely me! This style of interaction was 
off-putting to say the least. In short, EMR can 
detract from the valuable personal interaction 
with the patient as the provider labors to fill in 
the data fields.

Peril #2: Be sure to get adequate 
training. 

The transition to EMR—like any move-
ment from the familiar to foreign—can be 
cumbersome, awkward, and an opportunity 

for mistakes to be made. EMR software is no-
torious for its steep learning curve and the at-
tempt to use unfamiliar templates (which may 
not be well suited to all types of medical prac-
tices) has more than once produced malprac-
tice and disciplinary board fallout. It can be 
anticipated that the failure to obtain adequate 
EMR training could possibly be seen as a fail-
ure to meet the standard of care if an error 
occurs. 

Peril #3: Don’t let your record-keeping 
become the problem.

We have been involved in one matter that 
has given rise to both a civil suit and Medical 
Board inquiry, in which the physician’s unfa-
miliarity with EMR played a significant role. In 
retrospect, the physician involved was not well 
trained and had not yet become acclimated to 
the process of using EMR. This lack of profi-
ciency resulted in records being generated 
which ultimately misrepresented what had ac-
tually transpired. Data fields were auto-filling 
with incorrect data which left the impression 
that issues unrelated to the presenting prob-
lems were being considered and diagnostic ef-
forts were undertaken that in fact had not 
been undertaken. Even worse, there was a fail-
ure to document events which actually did 
occur. When experts were asked to review the 
care as part of the defense, all they could con-
clude was that the records were so confused 
that the record keeping itself gave rise to legiti-
mate concerns as to whether the standard of 
care was met.  

Peril #4: Cut and paste at your own risk.
In another Medical Board investigation the 

contentions involved the death of a chronic 
pain patient in which “polypharmacy” was 
identified as the cause of death. The patient 
was being prescribed morphine and Norco and 

(continued on page 2)

being seen monthly. The two prescriptions an-
ticipated ninety pills, but an initial error in the 
progress notes reflected that one hundred and 
eighty pills were made available. That error 
was then cut and pasted on multiple subse-
quent visits which required detailed and other-
wise unnecessary explanation to the Medical 
Board. In another case we were asked to de-
fend two providers who miscalculated the BMI 
for a patient in calculating the dosage for can-
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cer treatment drugs—one resulted in an over-
dose and death, the other in under-dosage and 
a claim that the cancer recurrence could have 
been avoided. Unfortunately, the errors in cal-
culation became perpetuated and not detected 
as they were carried forward. In short, the 
temptation to simply rely on prior history, au-
tofill, or the cut and paste options should be 
resisted in favor of obtaining and recording a 
current and interval history. 

Peril #5: Don’t let the computer dictate 
patient care.

There are reported instances in which the 
EMR software has provided “clinical decision 
support” that has proven to be inappropriate 
in specific circumstances. In one instance the 
clinical condition of the patient required dose 
adjustment for medication which was not con-
templated by the drop-down information pro-
vided by the software which resulted in an ad-
verse medication reaction. Physicians have 
also reported difficulty in overriding software 
which does not contemplate otherwise accept-
able clinical practice outside of parameters in-
tegrated into the software. It should be re-
membered that decision support should be 
considered a resource—not a substitute for 
clinical judgment. 

Peril #6: Don’t forget about pre-EMR 
records.

Long-standing patients are likely to have 
older paper records or archived records that 
may or may not have been scanned into the 
new electronic system. In many instances in 
the defense of healthcare providers we are 
confronted with the existence of multiple re-
sources which are not integrated that must be 
obtained to assure the entire record has been 
reviewed or produced. These can include the 
EMR, paper record, archived records, e-mail, 
and billing records. It does not take a great 
deal of imagination to envision circumstances 
in which important archived records or histo-
ry obtained prior to the transition to EMR 
could be forgotten, contributing to an error. 
The same potential for error arises when EMR 

(continued from page 1) and paper records are being kept simultane-
ously because the healthcare provider now has 
to consult multiple resources before having 
the entire clinical picture. 

Peril #7: EMR entries are time sensitive. 
EMRs have the capacity to record the time 

entries are made, the time any entry was con-
sulted by any other provider, and the timing of 
any changes to the record. The availability of 
this data also facilitates proof of late entries or 

improper record alterations which are always 
devastating to the defense of any action. The 
availability of timed entries can be helpful, but 
can also be troublesome in cases in which the 
events are rapidly developing. That sort of data 
is critically important to the proof of the pa-
tient’s condition at various points in time, in 
relation to the interventions being performed. 
This issue frequently presents itself in the labor 
and delivery records and annotations and data 
contained fetal monitor strips in a brain injury 
case. The timing of entries and the corre-
sponding metadata can be used to call into 
question the already complex response to non-
reassuring tracings and clinical information. In 
the defense of medical malpractice actions, 
counsel and the healthcare providers need to 
be mindful of the potential for contradictory 
digital footprints before committing to a spe-
cific chronology of events during testimony or 
other written discovery. 

Peril #8: What you see may not be what 
you get.

An additional complicating factor in the 
defense of malpractice claims arises from the 
fact that the printed version of EMR—provid-
ed in response to subpoenas or discovery re-
quests—are anything but user friendly. The 
real time EMR which the healthcare provider 
uses daily does not resemble the printed ver-
sion, such that it is more difficult to use the 
printed version with experts and in testifying. 
Arbitration or trial could well ultimately re-
quire obtaining access to proprietary software 
to make an accurate and comprehensible pre-
sentation. 

Peril #9: Keep prying eyes out of your 
EMR.

The availability of personal health infor-
mation is an ongoing concern—particularly in 
larger systems employing EMR. The providers 
accessing data need to be sensitive to the po-
tential for HIPAA violations and that informa-
tion is not being misused or inadvertently dis-
tributed to those beyond the bounds of accept-
ed communication between providers. There 
have been instances in which office personnel 
have had a personal interest in the healthcare 
issues of a patient, and have foraged through 
the records to advance some personal position. 
Although difficult to police, repeated and writ-
ten admonitions to staff to stay out of patients’ 
records for such purposes need to be made, 
and any EMR-related e-mail should be pass-
word protected to minimize the risk of inad-
vertent disclosure of personal health informa-
tion.

Peril #10: Stay in control of e-mail.
E-mail, particularly with patients, carries 

any number of pitfalls. There are patients who 
continuously bombard the practice with e-mail 
that make unreasonable demands on the 
healthcare providers. This requires a politic ef-
fort to modify their expectations for e-mail 
communication. On the other hand, the inter-
personal dynamic between the healthcare pro-
vider and the patient can be adversely affected 
if there are not timely responses to e-mail que-
ries or where generic or boilerplate responses 
are used. The use of e-mail can also give rise to 
the same concern which has plagued e-medi-
cine generally. The healthcare provider needs 
to guard against practicing medicine and giv-
ing medical advice without a corresponding 
good faith examination and in-person interac-
tion—particularly when prescribing is in-
volved. [The AMA has promulgated guidelines 
for e-mail interaction with patients that are on 
line and may be instructive.] 

There is no getting away from the fact that 
although EMR can be perilous, it represents 
the medical record keeping of the future. 
Ultimately, it can be anticipated that failure to 
adopt EMR and the failure to be adequately 
trained and competent in its use will rise to the 
level of being a standard of care issue all its 
own. n

Geoffrey A. Mires is a partner at the Oakland 
law firm Rankin, Sproat, Mires, Beaty & 
Reynolds. Mr. Mires specializes as defense 
counsel in medical malpractice cases and pro-
fessional disciplinary matters.

Although difficult to police, repeated and written 
admonitions to staff to stay out of patients’ records 
for such purposes need to be made, and any EMR-
related e-mail should be password protected to 
minimize the risk of inadvertent disclosure of 
personal health information.
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How Long Should I Retain My 
Patients’ Medical Records?

BY JUNE RILEY, MBA 

One question that PRF insureds 
frequently ask is “How long 
should I retain medical records?” 
Although there are specific statu-

tory re quirements specified by law (see side-
bar), the answer can be simply stated as fol-
lows: As long as you follow one of the follow-
ing three options recommended by the Cali-
fornia Medical Association in the California 
Physician’s Legal Handbook 2013, you will be 
within the requirements for record retention.

Option #1: Retain Records Indefinitely. 
This may not be the easiest or least expensive 
option, but it is the choice that provides the 
most protection for the patient and physician. 
From the patient’s perspective, it is not possi-
ble to predict what historical information may 
be useful or advantageous to their future 
health care needs. For the physician, well-doc-
umented medical records provide the best de-
fense in the event a patient asserts a medical 
malpractice claim. In general, a patient has 
one year from the date a reasonable person 

would have known that the alleged injury oc-
curred to assert a claim. Sometimes an ad-
verse outcome or complication is immediately 
apparent, such as a surgical complication, but 
in other instances the time to file a suit can be 
dramatically extended. For example, because a 
newborn’s disabilities allegedly due to a birth 
injury may not be immediately known, the 
statute to file birth injury claims may extend 
to 12 years, or even beyond. Therefore the 
length of time to retain records may be more 
critical for an obstetrician than for a general 
surgeon. 

Option #2: Retain records at least 10 years 
after the last date the patient was seen, with 
exceptions. Although 10 years is the minimum 
time recommended by the California Medical 
Association to retain records, there are excep-
tions to this 10-year standard that may influ-
ence your decision. 

Minor children’s records should be re-
tained longer if 10 years will elapse before the 
minor turns 18. Minors’ records should not be 

destroyed until at least one year after the 
child’s 18th birthday. 

The records of pregnant women should be 
retained long enough to assess the child’s de-
velopment from pregnancy until the child 
reaches the age of 18. 

If a patient dies, it is not likely that a pa-
tient’s estate will assert a malpractice claim 
after the patient has been deceased five years 
or more. 

Option #3: Retain records 25 years after 
the last date the patient was seen. Since the 10 
year standard has some exceptions, it can be-
come challenging to keep track of when it is 
acceptable to destroy records. For specialties 
that routinely treat pregnant women or chil-
dren (obstetricians, pediatricians, etc.) keeping 
all records for 25 years after the last date the 
patient was seen assures that you will safely 
meet the requirements of all the exceptions. n

June Riley is executive director of PRF.

Some of the statutory requirements for 
retention of medical records are: 

•	Medi-Cal: Three years after the last date 
the patient was seen under the Medi-Cal 
program.

•	Emergency Medical Services Fund 
(EMS Fund): Three years after the last 
service the physician received reimburse-
ment for under this program.

•	Controlled Substances: Three years 
after the last time a controlled substance 
(as classified in Schedule H) was pre-
scribed, administered or dispensed. The 
physician must retain (1) the patient’s 
name and address; (2) the date of the 
transaction; (3) the name, strength and 
quantity of the controlled substance in 
question; and (4) the pathology and pur-
pose that called for administering or pre-
scribing the controlled substance. In addi-
tion, physicians who dispense Schedule II, 
III or IV drugs must retain more detailed 
information, including but not limited to 

the ICD-9 or ICD-10 code, if available; 
the number of refills ordered and the 
date and origin of the prescription. Please 
refer to Health & Safety Code §11190 for 
the complete list of requirements.

•	OSHA Rules: Records of employees 
exposed to harmful physical agents or 
toxic substances require that the medical 
records of each employee be maintained 
for at least the duration of employment 
plus 30 years. 

•	Workers Compensation: Physicians 
who are Qualified Medical Examiners are 
required to retain all medical-legal 
records for five years from the date of 
the employee’s evaluation.

•	Medicare: The Centers for Medicare 
and Medicaid Services (CMS) require that 
medical records be retained for at least 
five years after the closure of the cost 
report. CMS further requires Medicare 
Managed Care providers to retain 
records for 10 years. 

•	Bankruptcy: Any healthcare business 
that commences a Chapter 7, 9 or 11 
bankruptcy without sufficient funds to 
pay for storage of patient records must 
(1) publish in one or more appropriate 
newspapers that if the records are not 
claimed by 365 days after the notification 
date, the trustee will destroy the 
records, and (2) during the first 180 days 
of the 365-day period attempt to notify 
directly each patient and the appropriate 
insurance carrier by mailing a notice 
regarding the claiming or disposing of 
the patient records. (11 U.S.C. §351.)

•	Owners of Clinical Laboratories: 
Owners of clinical laboratories must 
retain medical records and laboratory 
records for three years from the date of 
testing, examination, etc., and must have 
the ability to provide those records to 
the Department of Public Health upon 
request. n

STATUTORY REQUIREMENTS FOR MEDICAL RECORDS RETENTION
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Occurrence-Based Coverage vs. Claims-Made 
Coverage: Which Is Better? 

BY JUNE RILEY, MBA

Simply stated, an occurrence-based 
malpractice insurance policy provides 
medico-legal coverage if the policy was 
in effect when the underlying incident 

occurred. Claims-made coverage requires that 
the policy be in effect at the time the legal 
action is asserted by the patient/claimant. Prior 
to the 1970s, occurrence-based coverage (OBC) 
was the norm for medical malpractice insur-
ance companies. However, in the current insur-

ance market, OBC is the exception. Yet, even 
after 37 years of continuous operation, PRF still 
provides its insureds with OBC because from 
the physician/insured’s perspective, OBC is the 
superior product. Furthermore, PRF offers this 
coverage at a premium competitively priced to 
that of other carriers who only offer claims-
made coverage (CMC).

A “tail” is the length of time from the date 
the underlying incident occurred to the date 
the patient asserts a claim for medical mal-
practice. The length of the tail may depend to 
some extent on the physician’s particular spe-
cialty and may range from months to several 
years. With OBC, the tail coverage is built into 
the insurance contract. The insured is covered 
as long as he or she had an active policy when 
the event that gave rise to the claim occurred. 

This means that if an insured leaves PRF for 
any reason, there is no need to purchase addi-
tional and expensive tail coverage. For exam-
ple, let’s say a physician was insured by PRF 
from 2000 to 2010. In 2013 he is sued for mal-
practice by a patient seen in 2009. Since the 
physician had OBC, he is automatically cov-
ered for the underlying event that occurred 

when the physician had an active policy. 
Given the same set of circumstances under 

a claims-made policy, the physician would not 
be covered unless he or she had purchased tail 
coverage. The cost of tail coverage can be 
daunting and depends on an insured’s special-
ty, claims history, and the number of years to 
be covered (the “length” of the tail). With 
CMC, in order to be covered, the insured must 
have an active policy with the insurance pro-
vider or have purchased tail coverage. 

Young physicians are the most susceptible 
to the down-side of CMC. A physician who 
has been in the same practice for 30 years is 
not likely to change coverage. Upon retirement 
the claims-made policy effectively becomes an 
occurrence-based policy. However, a physician 
in the early years of practice may make career 
changes based on opportunity and/or personal 
circumstances. Life events such as starting a 
family, changing practices, or moving to a new 
city or state are not unusual but may not be 
completely predictable. Yet, with each career 
change a young physician would have to pur-
chase new tail coverage unless their current 
policy is occurrence-based. 

As a PRF insured, whether you are with 
the company for a few years or for the life of 
your medical career, it is reassuring to know 
that if and when the time comes for you to 
change insurance providers you will not have 
to purchase tail coverage. Claims-made cover-
age is for the benefit of the insurance company, 
while occurrence-based coverage is for the 
benefit of the insured: the physician or other 
healthcare provider.

June Riley is executive director of PRF.
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Life events such as starting a family, changing 
practices, or moving to a new city or state are not 
unusual but may not be completely predictable. Yet, 
with each career change a young physician would 
have to purchase new tail coverage unless their 
current policy is occurrence-based.


